UBND TINH VINH PHUC CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poclap - Tu do - Hanh phuc

S6:980 /STTTT-TTBCXB Vinh Phiic, ngay 14 thang 7 nam 2023

V/v day manh truyén thong vé
phuong thirc, thi doan cta tdi pham kra
dao, chiém doat tai san qua mang Internet

Kinh gui:
- Bao Vinh Phiic, Pai Phat thanh va Truyén hinh Vinh Phc,
Tap chi Van nghé Vinh Phiic, Cong Thong tin - Giao tiép dién
tir Vinh Phuc;
- Céc coquan, don vi c6 Trang thong tin dién tir, ban tin;
- Phong Vin hoa va Thong tin cac huyén, thanh phd;
- Trung tAm Van hoa - Thong tin va Thé thao cac huyén, thanh phd.

Thue hién chi dao cia UBND tinh tai Vin ban sé 5373/UBND-VX4 ngay
10/7/2023 vé viéc giao nhiém vu giai quyét y kién ctr tri va nhan dan 6 thang dau
nam 2023; dé tiép tuc day manh cong tic truyén thong nang cao nhan thirc phap luat
cho nguoi dan, thudng xuyén thong bao vé phuong thirc, tha doan ctia t6i pham lira
d4o, chiém doat tai san qua mang Internet dé Nhan dén canh giac, cha dong phong
ngtra, tich cuc t6 gidc toi pham, S Thong tin va Truyén thdng dé nghi céc co quan,
don vi tap trung trién khai manh mé tuyén truyén mot so ndi dung trong tam sau:

1. Pé nghi cac co quan bao chi, truyén thong cia tinh; co' quan cé trang
thong tin dién tir

Dé nghi co quan, don vi danh dién tich dang tai, thoi lugng, tan suat phat song
pht hop, tap trung thong tin tuyén truyén:

- Céc quy dinh ctia phap ludt vé phong, chdng toi pham Iira dao chiém doat tai
san trén khong gian mang, nhit 13: Lust An ninh mang, Luat Hinh suy,...

- Nhitng phuong thirc, thu doan, dac diém nhan biét va cach phong tranh doi
v6i loai toi pham Iira déao chiém doat tai san trén khong gian mang. Trong do, tip
trung tuyén truyén vé: Tha doan goi dién gia danh can bd Nha nudc dé lira dao chiém
doat tai san; thu doan loi dung long tham cua cac ca nhan thong bdo triang thudng
16n dé chiém doat thong tin ¢4 nhan, tai khoan ngan hang, yéu cau chuyén tién; thu
doan chiém quyén sir dung tai khoan (mang xa hoi Facebook, Zalo...), lap tai khoan
mao danh ngudi khac, tuyén cong tac vién 1am viéc Online, thu doan loi dung cong
nghé Deepfake lam gia cudc goi video, ... dé thyc hién hanh vi Ira dao chiém doat
tai san.



- Tam quan trong ctia viéc bao vé cac thong tin dit lidu canhan; nang cao ¥ thirc
canh gidc trong viéc cung cip céc thong tin ¢4 nhan ciing nhu viéc xac thuc con
ngudi trude khi thue hién viée chuyén tién bang hinh thire Internet banking; hau qua,
tac hai cua viéc: ban, cho thué, cho muon tai khoan ngan hang, dé cac doi tuong XAu
st dung tai khoan ngan hang cua minh phuc vu viéc chuyén, nhan tién, 1am dau ra
cho tai san chiém doat dugc.

- Két qua cong tac phong ngtra, phat hién, d4u tranh, ngan chan cua lyc luong
chirc nang véi t6i pham hra dao, chiém doat tai san trén khong gian mang.

- Trong tAm tuyén truyén theo khau hiéu “4 khong, 2 phai”. Gom:

+“4 khong” la: Khong s¢ (khong hoang so khi nhan dugc dién thoai, tin nhén,
cac thong tin ma ngudi la mat gii dén c6 ndi dung xdu lién quan dén ca nhan va
ngudi than); Khéng tham (khi c6 nguoi la goi dién hodc g tin nhin thong bao duoc
trang thuong hodc nhan dugc khoan tién 16n khong rd ngudn gdc thi khong dugce tin
10 cac ddituong); Khong két ban véi ngwoi lg (khi c6 nguoi la mit trén mang xa
hoi két ban lam quen khong ro 1a ai, myc dich thi khong nén két ban, bat chuyé¢n,
nhat 13 khong duoc cung cip céc thong tin ca nhan dé d6i tuong c6 thé loi dung);
Khéng 1am (khi cic ca nhan khong quen biét yéu cau cung cip thong tin ca nhan
hodic yéu cau chuyén tién hay lam mot sé viée thi tuyét ddikhong dugc lam theo).

+ “2 phai” la: Phdi thuwong xuyén cinh gidc (chu dong bao mat cac thong
tin c4 nhan, nhat 1a cac thong tin quan trong nhu: Thong tin thé cin cudc cong dan;
thong tin tai khoan ngan hang; thong tin tai khoan mang xa hoi...); Phdi t gidc
ngayvdi co quan phdp ludt khi c nghi ngo (khi nhan duoc cac cudc goi, tin nhan
hodc cac ndi dung nghi ngo 14 hoat dong lra dao hodc khong cé co so khang dinh
noi dung thi cac c nhan phai bao ngay cho co quan phap luat dé dugc hudéng din
xu 1y).

- Tiép tuc tuyén truyén, pho bién vé thong tin, cac hinh thirc ra dao trén mang
x3 hoi, mang vién thong; tir lira dao danh cip thong tin c4 nhin, Rra dao tinh cam,
Ira déo dautu, gid mao cac trang thuong mai dién tur 1om tai Viét Nam va nudc ngoai
dé lra nan nhan lam cong tac vién, ... nhung muc ti€u cudi cung cua cac ddi tuong
x4u chinh Ia tién.

- Tham khao noi dung tuyén truyén vé phong ngira t6i pham lira d4o trén mang
x3 hoi, mang vién thong, cu thé:

+ Tai Phy luc ndi dung tuyén truyén vé phong ngira t6i pham Rra dao trén mang
x4 hoi, mang vién thong (gui kem theo vin ban nay).

+ “Cdm nang nhin diénva phong chong liva dio trwe tuyén” do Cuc An toan
thong tin - BO Thong tin va Truyén thong phat hanh c6 dia chi
https://khonggianmang.vn/up loads/Cam_nang_nhan_dien_va phong_tranh LDTT

7493280830.pdf



https://khonggianmang.vn/uploads/Cam_nang_nhan_dien_va_phong_tranh_LDTT_7493280830.pdf
https://khonggianmang.vn/uploads/Cam_nang_nhan_dien_va_phong_tranh_LDTT_7493280830.pdf

2. D& nghi Phong Vin hoa va Thong tin, Trung tim Vin hoa - Thong tin va
Thé thao cac huyén, thanh phd:

- Tham muu, chi dao va t chirc trién khai tuyén truyén cac ndi dung tai muc 1
néu trén bang nhi€u hinh thirc khac nhau nhu: hé thong dai truyén thanh co so cap
huyén va cap xa, trang/cong thong tin di¢n tr, mang xa hoi: zalo, facebook,
fanpage... toi dong dao tang 16p Nhan dan.

- Chi dao, thyc hién phat thanh hang ngay céac ndi dung tuyén truyén phong
ngira toi pham trén mang xa hoi, mang vién thong trén hé théng truyén thanh cap
huyén, dai truyén thanh cép xa.

S& Thong tin va Truyén thong tran trong dé nghi cac co quan, don vi, quan tim
chi dao, pho1 hop thuc hién./.
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Phu luc:

NOI DUNG TUYEN TRUYEN VE PHONG NGUA TOI PHAM
LUA PAO TREN MANG XA HOI, MANG VIEN THONG
(Kém theo Vin ban sé: ISTTTT-TTBCXB
ngay 14/7/2023 ciia S¢ Théng tin va Truyén théng)

THONG TIN VE TQI PHAM LUA PAO
TREN MANG XA HQI, MANG VIEN THONG

Hién nay cac dbi tuong xau loi dung nhiing tién ich ma cong ngh¢ thong tin
mang lai dé thuc hién nhiéu vu Ira dao trén mang xa hoi, mang vién thong dé chiém
doat tai san c6 gia tri cao.

Cac hinh thie lIra dao trén mang xa hoi, mang vién thong lién tuc gia tang
khong ngumg, tir lira dao danh cap thong tin ca nhan, Ira dao tinh cam, lira dao dau
tu,... nhung muc tiéu cudi cing cua cac dbituong xau chinh 14 tién.

Tinh riéng trong ndm 2022, ¢6 3 nhom hra dao chinh 1a gia mao thuong hiéu,
chiém doat tai khoan va cac hinh thirc két hop khac, véi 16 hinh thire Rra dao thuong
xuyén dién ra trén mang xa hdi, mang vien thong, cu thé:

Nhom 1 - Gid mao thuwong hiéu, gom:

- Gi1a mao thuong hi¢u cua cac co quan, to chl'J.:c, nhu: Co quan nha nudc, ngan
hang, cong ty tai chinh, cong ty ching khoan... dé gui tin nhan SMS Ira dao cho
nan nhan.

- Gia mao céc trang web/blog chinh théng dé tao uy tin kra nan nhan, thu thap
thong tin c4 nhan cua nguoi dan.

Nhom 2 - Chiém doat tai khodn, gom:

- Chiém quyén sir dung céc tai khoan mang xa hoi, nhu: Zalo, Facebook,
Tiktok... dé giri tin nhin Lra dao cho ban be, ngudi than nhdm chiém quyén tai
khoan, léy cép thong tin, chiém doattai san, boi nho danh dy, téng tién. ..

- Str dung céc ung dung, quang céo tin dung den trén cac trang web, gui qua
cac thu dién tir rac, tin nhan SMS, mang xa hoi Facebook, Telegram, Zalo... dédu
dd ngudi dung bién ho thanh conng trong khi chinh nan nhén ciing khong biét.

Nhém 3 - Cac hinh thirc két hop, gom:

- St dung sb dién thoai trong nudc, nudc ngoai, gia danh co quan congan, nha
mang vién thong. .. dé go1 dién thoai cho nan nhan thong bado vi pham phap luit va
yéu cau chuyén khoan.

- Sur dung sb dién thoai dau sd la go1 dién cho nan nhan, khi bt may nan nhan
s& bi trir tién trong tai khoan ma khong hé biét.

- Gid mao céc trang thu’O’ng mai dién tir I6n tai Viét Nam va nudc ngoa1 dé hra
nan nhan lam cong tac vién. D& dan du nan nhan, d6ituong chay quang céo lira dao
trén Facebook hay giri tin nhin quang cdo spam qua SMS.

- Lan truyén tin gia d4nh vao tdm Iy hiéu ky, su thuong ngudi va long tin. Dé
cau views, cau likes va sau day lira gat chiém doattai san qua hinh thic tir thién, kéu
g01 dong gop...



- Lura ddo chiém doat tai san qua quang baban hang online trén Facebook (ban
hang gia, chat lugng kém, vé may bay gia, khuyén mai gia, hang 4o hoic rao ban gia
mao khong tOn tai san pham).

- Gi1a mao trang ca nhan, tai khoan nguoi dung trén Facebook, Telegram, Zalo
dé tao uy tin va lira nan nhan sir dung dich vy hoac dau tu.

- Loi dung long tin va sy thuong hai dé kra dao qua céc nén tang Facebook,
Zalo, Tinder, Telegram

- Lura ddo cai cam ma dgc thong qua dudng_ dan doc hai, phan mém doc hai.
Doi tuong tao nhitng cong cy, dudng dan, phan mém doc hai dé chiém doat tai san,
thong tin tai khoan mang xa hoi, ngan hang.

- Théng bao tring thuong, qua ting, khuyén mai dé Iira nan nhin danh cip
thong tin tai khoan va tai san thong qua cac trang web gia mao.

- Thu doan nang cap 1én sim 4G hay 5G dé hra lay s dién thoai ctia nan nhan
nham chiém doat thong tin tai khoan va tai san.

- Gia mao email cua ngan hang, co quan, to chirc c6 uy tin dé uy hiép, de doa
Itra tién nan nhan.

- Lap san dau tu tién 4o crypto, dau tu da cip, dau tu nhi phan, dau tu Forex. ..
lra d4o chiém doat tai san.

Pé bao vé ngudi dan trude van nan lira dao trén mang xa hoi, mang vién thong,
cac co quan chue nang, doanh nghiép cung cap dich vy, doanh nghiép an toan, an
ninh mang d4 trién khai nhiéu bién phép k¥ thuat, hoat dong tuyén truyén, ning cao
nhan thirc cho khach hang, nguoi dan.

bé ngh1 ngudi dan can canh glac khi phat hi¢én cac hoat dong néu trén trinh
béo ngay véi co quan cong an noi gan nhat dé duoc giai quyét./.

THONG TIN VE TQI PHAM LUA PAO
TREN MANG XA HQI, MANG VIEN THONG

Theo thong bao cua B0 Cong an, hién nay, tdi pham lra ddao dang tin tuyén
cong tac vién ban hang online trén cac trang mang xa hoi (Zalo, Facebook, Tiktok...),
bo tién tam Ung, thanh toan qua tai khoan cac don hang it tién dé dat hang, sau do
nhén lai tién tam Ung va tién cong kém theo 18i don hang va tlen thudng. Den cac
lan tiép theo, thanh toan don hang voi luong tién 16n thi bi chiém doat, dong thoi
nhan dugc yéu cau ndp thém tién dé hé thong xu ly 16i va hoan tra nhung khong
duoc hoan tra.

Dé nghi nguoi dan can canh giac, khong tham gia hoat dong néu trén, khi phat
hién trinh bao ngay vdi co quan cong an noi gan nhat dé dugc giai quyét./.

THONG TIN VE TOI PHAM LUA PAO
TREN MANG XA HOI, MANG VIEN THONG

Theo thong bao ctia Bo Cong an, hi¢én nay, t6ipham gid danh co quan Cong an,
Vién Kiém sat, Toa an.. . goi dién thong bao co Lién quan dén cac vu an dang diéu
tra, mua banma tuy, rura tien... , gui lénh bat g1u’ hay tai li¢u lién quan khac qua mang
x3 hoi dé de doa, yéu cau chuyen tién dén cac tai khoan chi dinh hoic tai khoan méi



mé roi cung cap thong tin tai khoan dé kiém tra hodc tai cac duong link, phan mém
gid mao co quan, nham danh cip thong tin tai khoan ngan hang dé chlem doat. Viéc
céc co quan chire nang diéu tra, xc minh, xir Iy t0i pham déu duge tién hanh truc
tiép, khong thong qua mang xa ho1 gln thong bao, tin nhan yéu cau.

Dé nghi nguoi dan can canh giac, khong thuc hién theo cac yeu cau cuia dbi
tuong va trinh bdo ngay voi co quan cong an noi gan nhat dé giai quyét./.

THONG TIN VE TQI PHAM LUA PAO
TREN MANG XA HOI, MANG VIEN THONG

Theo thong bao cua B Cong an, hién nay, t01 pham gia mao la nguoi nude
ngoai (s quan, binh linh dang tham gia chién tranh, lim nhiém vu qudc té tai céc
khu vuc chién su.. . khong c¢6 nguoi than) thong qua mang xa hoi lam quen, sau do
lay Iy do giri qua dd vat gla tri, tham chi 13 ngoai t&, vang c6 gia tri rat 16n nho nhan,
quan ly, luu gitr; sau do gia danh la nhan vién san bay, hai quan, thué... yéu cau nop
tién cudc van chuyen thue phi, tién phat, chi phi tiéu cyc.. .dé chiém doat.

bé nghi nguoi dan can canh giac, khong chuyén tién vao cac tai khoan do ddi
tuong yéu cau va trinh bao ngay voi co quan cong an noi gan nhat dé duoc giai
quyét./.
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